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自从 1976 年 W.Diffie 和 M.Hellman 首次提出了公钥密码系统，它便成了
现代密码学的焦点。传统公钥算法由于量子算法的出现而受到威胁，急需研究新
型公钥算法。离散 Hopfield 神经网络的非线性动力学特性，特别其混沌动力学
特性，可视为复杂难解的 NP 问题。此外，离散 Hopfield 神经网络是也一种可实
现高速并行运算的网络，适合用 FPGA 或 CMOS 数字集成电路来直接兑现它的并行
运算，以实现实时高速传输,满足现代网络通信的实际要求。本论文针对基于OHNN 
（Overstoraged Hopfield Neural Network）的公钥密码体制进行系统研究，完成单向陷
门函数的数学证明，并利用可证明安全的思想指导实用的公钥密码算法设计和实
现。本论文的主要研究内容和结果如下： 










抗攻击能力大幅提高。 (4)在 FPGA 实现了本论文公钥算法 IP 核的设计，然后将
































Public key cryptography system became the focus of modern cryptography 
since 1976. Traditional  public-key algorithms  was danger due  to  the 
emergence  of quantum algorithms, so the research of  new public key algorithm is 
urgent.  Nonlinear dynamics characteristics of the discrete Hopfild neural network 
can be regarded as the  NP-complete problem. Additionally discrete Hopfiled neural 
network is fit to parallel computing with FPGA or CMOS digital integrated circuits. 
It can meet the requirements of the high-speed encrypted communication.  This thesis 
focused on public-key cryptosystem  based  Overstoraged Hopfield Neural 
Network  system.  The new hybrid public key cryptography algorithm based on 
OHNN was designed since the one-wayness of trapdoor function was 
proved.  The main contents of this paper and the results are as follows： 
(1) Through the study of the  OHNN public key encryption system proposed  by 
LIU Nian-sheng and GUO Dong-hui et al. ,  we proved the  the one-wayness of 
trapdoor function according to the theory of generalized inverse matrix. The proof 
lay a  good foundation  for building  provably secure  public key  algorithm. 
(2) Security  in  wireless mobile communication  is paid more and 
more  attention,  taking into account the  limited  hardware resources on a  variety 
of mobile terminals and less computing power and small storage capacity , we have 
designed a new stream for such environments. The algorithm uses a linear feedback 
shift register as a driving part and  OHNN  as nonlinear combining section to 
generate a  pseudo-random sequence, and the stream was tested.  Finally we 
proved  that this algorithm is able to resist  algebraic attacks using the characteristic 
matrix method.  (3) In accordance with the idea of hybrid encryption, we design a 
Diffie-Hellman public key cryptographic algorithm based on OHNN. Experimental 
results show that  the algorithm has a better performance and processing speed . Also 
the key space of the new algorithm and anti-attack capability greatly increased. 
(4) The public key algorithm was completed as IP core in the FPGA.   The core 
improved the security and processing  speed  of the RFID reader system after it 
successfully applied to the  system as part of a cryptographic coprocessor. 
We have made a summary and prospect of the study work on public key 
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